
On Simple Verifiable Delay Functions

July 19, 2018

Precomputation

The security of the protocol from [P18] relies on the assumption that the
fastest algorithm which given x ∈ QRN uniformly at random can compute
y = x2

T
requires T sequential squarings. The following Lemma shows that

any precomputation of (parallel) time T doesn’t make this task easier.

Lemma 1. For any algorithm A(N, T ) that does some precomputation of
(parallel) time T and when receiving an input x ∈ QRN computes y = x2

T

within time τ < T , there exists an algorithm B which on input (N, x′, 2T )
outputs y′ = (x′)2

2T
within time less than 2T .

Proof.

OLD: However, in the following we will assume that each algorithm is al-
lowed to run some precomputation of time T on input (N, T ) before receiving
an instance x ∈ QRN .

Unique PoSW

One can slightly change the protocol from [P18] to obtain a unique verifiable
delay function, i.e., a protocol where not only the statement y is unique but
also the corresponding proof π = {µ′i}i∈[dlog T e−2]. To this aim, note that for
our choice of modulus N = pq with p ≡ q ≡ 3 mod 4 the squaring function
.2 : Z∗N → QRN , x 7→ x2 is 4-to-1, and its restriction to quadratic residues
is 1-to-1 (see [BBS86, Lemma 1]). However, there is no efficient algorithm
known for deciding quadratic residuosity. Fortunately, the Jacobi symbol
can be used to sort out two of the four square roots of a given quadratic
residue x, namely those with Jacobi symbol −1. For the two roots x1, x2
with (x1

N
) = (x2

N
) = 1, it holds: x2 = N − x1. Thus, we suggest the following

modifications to the halving protocol from [P18]:
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• Let µ′i be the unique element in {x2Ti/2−1

i , N − x2Ti/2−1} ∩ [0, bN/2c].

• If µ′i /∈ Z∗N ∩ [0, bN/2c] or the Jacobi symbol1 (
µ′i
N

) 6= 1, then V rejects.

Lemma 2. The modified protocol is unique.

Proof.

Zero-knowledge PoSW

In many applications, it might be useful to proof that one computed y = x2
T

without actually reveiling y and the corresponding proof π = {µ′i}i∈[dlog T e−2].
In the following we define a notion of computational zero-knowledge proof
of knowledge that captures this idea in our context. We will show that both
constructions of simple and efficient verifiable delay functions from [P18]
and [W18] can be extended to proof the knowledge of statement x2

T
in zero-

knowledge. KK: Unfortunately, so far we can’t prove them zero-knowledge
under the same definition: For [P18] we need precomputation, for [W18] we
need

√
T parallelism.

WITH PRECOMPUTATION: We allow the simulator to do some pre-
computation of time T .

Definition 1. Let λ be a security parameter, T a time parameter and f :
N → R some sublinear function. Let Π be a two-party protocol between a
prover P and a verifier V, and (x, y, ν) an instance to the protocol, where
x is the common input, y the secret the prover wants to prove knowledge
of, and ν comprises some additional values that allow P to compute a proof
of correctness of y. Then Π is (T, f(T ))-computational zero-knowledge (for
time parameter T ) if the following properties hold:

• Correctness: For honest parties P and V, the protocol accepts within
time f(T ) with probability 1.

• Soundness: For any instance (x, y) and any deterministic prover P̂
that runs in time f(T ) and succeeds with probability p > negl(λ), one
can extract y from P̂ (x, y) in time 1/p·f(T ) with probability 1−negl(λ).

• Computational zero-knowledge: There exists a simulator S who
runs some precomputation of time T and after receipt of x outputs a

1Note, computing the Jacobi symbol (almost) does not increase the computational
cost: It’s basically Euclid’s algorithm for computing the greatest common divisor and
this needs to be done anyway to check the first condition (see, e.g., [lecture notes
https://people.csail.mit.edu/vinodv/6892-Fall2013/Angluin.pdf, Theorem 33]).
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transcript S(x) in time f(T ) such that no algorithm running in time
poly(λ) can distinguish between V’s view on the protocol Π(x, y) (in-
cluding V’s random coins) and S(x).

Remark 1. One could also consider a slightly different definition where,
instead of allowing all algorithms to do some precomputation of time T , they
get some additional information. In the construction below this additional
information would be the

√
T powers {ν ′i}i∈[√T ] of x′ which the prover would

store while computing y′ = (x′)2
T

to be able to compute the proof π for (x′, y′),
for some uniformly random x′ ← QRN . Note that these additional values ν ′i
can be randomized to get arbitrarily many instances {ν ′′i }i∈[√T ] for uniformly
distributed x′′ ← QRN .

Remark 2. Note, that the additional input (y, ν) to the prover comprises
some additional information ν that helps the prover to proof correctness of
his secret knowledge y. In the construction below, this additional information
ν would consist of the

√
T values stored during computation of y that allow

to compute π = {µ′i}i∈[dlog T e−2] within time T ε with ε = 1/2.

Consider the following extension of the protocol from [P18] to prove the
knowledge of the solution y = x2

T
to a puzzle (N, x, T ) without revealing

y to the verifier, where we assume that the prover stored
√
T powers of x,

denoted by ν = {νi}i∈√T , which allow him to compute an accepting proof

{µ′i}i∈[dlog T e−2] for (N, x, T, y) within time
√
T . Let R = [0, 2λ].

Zero-Knowledge protocol based on [P18].

1. Setup: P ,V receive an instance (N, x, T ), P additionally gets y = x2
T

and ν = {νi}i∈[√T ].

2. The verifier V chooses h ← R uniformly at random, computes a com-
mitment c = H(h) (where H is a collision resistant hash function) and
sends it to P .

3. The prover P chooses α ← R uniformly at random and sends xα to
the verifier V .

4. V computes x∗ = xαxh, and sends h to P .

5. P checks whether c = H(h); if not it aborts. Otherwise, P computes
y∗ = yα+h = (x∗)2

T
and ν∗i = (νi)

α+h for i ∈ [
√
T ].
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6. P and V run the PoSW protocol [P18] on (N, x∗, T ) to compute a proof
π∗ = {(µ∗i )′}i∈[dlog T e−2] for (x∗, y∗).

7. V checks correctness of the proof (N, x∗, T, y∗, π∗) as in [P18].

Lemma 3. WITH PRECOMPUTATION: Assuming that given x ∈ QRN

the fastest algorithm to compute y = x2
T

requires T sequential squarings and
that no algorithm can distinguish y from a uniform y′ ← QRN in time less
than exp(λ), the above protocol is (T,

√
T )-computational zero-knowledge.

Proof. The correctness property is naturally satisfied whenever P ,V honestly
follow the protocol.
For soundness, consider a deterministic prover P̂ and an extractor E who
rewinds P̂ several times. From any accepting run, E receives y∗ = yh+α for
some uniformly random h← R. Assume there are three accepting runs with
values h1, h2, h3 such that gcd(h1−h2, h1−h3) = 1. KK: Missing: probability
that random integers are coprime.Then there exist integers β1, β2 such that
β1(h1 − h2) + β2(h1 − h3) = 1, and these are easy to compute (using Eu-
clid’s algorithmKK: check size of β1, β2 ). Thus, after receipt of y∗1 = yh1+α,
y∗2 = yh2+α, y∗3 = yh3+α together with the values h1, h2, h3 ∈ R, the extractor

E can compute y =
(
y∗1(y∗2)−1)β1(y∗1(y∗3)−1

)β2 .
WITH PRECOMPUTATION: To proof zero-knowledge, define a simulator
S as follows: First, during the precomputation phase, on input (N, T ), S
chooses x̄ ← QRN uniformly at random and computes ν̄i for i ∈ [

√
T ] as

well as ȳ = x̄2
T
. Upon receipt of x ∈ QRN , S chooses uniform β ← R,

h ← R, and computes x̃ = x̄βx−h and a proof π̄ = {µ̄′i}i∈[dlog T e−2] for

ȳ = (x̄β)2
T
.2 The simulator outputs S(N, x, T ) = (H(h), x̃, h, ȳ, π̄), which

is indistinguishable from (H(h), xα, h, y∗, π∗) in the honest transcript within
time poly(λ, log T ).

Remark 3. We can also consider a non-interactive version of the above
protocol which can be proven secure in the random oracle model.

Zero-Knowledge protocol based on [W18]. We can also extend the
VDF from [W18] to a zero-knowledge protocol in a similar manner as above.
To this aim, note that the proof π = xb2

T /Bc for a statement (x, y = x2
T
)

can be computed in time log T when
√
T space as well as

√
T parallelism is

available.

Claim 0.1. Using
√
T stored values {νi}i∈[√T ], all being powers of x obtained

during the computation of y = x2
T

, one can compute a proof π = xb2
T /Bc for

(x, y) in time log T with
√
T parallelism. KK: To be proved in detail

2Note, rerandomizing by β allows S to simulate proofs for several instances x ∈ QRN .
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If we run the protocol from [W18] as a subroutine in step 6 of the above
construction, we obtain a (T, log T )-computational zero-knowledge proof of
knowledge of y = x2

T
. Unfortunately, the improved bound log T can only be

achieved when using
√
T parallelism. This is in contrast to the construction

based on [P18] where proofs can be computed in time
√
T using

√
T space

but no parallelism. KK: Unlike for [P18], here we do not need to allow
precomputation.

Lemma 4. Assuming that given x ∈ QRN the fastest algorithm to compute
y = x2

T
requires T sequential squarings and that no algorithm can distinguish

y from a uniform y′ ← QRN in time less than exp(λ), the above protocol is
(T, log T )-computational zero-knowledge.

Proof. Clearly, correctness follows immediately and soundness similarly to
the proof of Lemma 3. To proof zero-knowledge, define a simulator S as
follows: On input (N, x, T ), S samples h, α ← R and computes x∗ = xα+h,
just as in the real protocol. Then it samples a large prime B KK: uniformly
from the domain of Hprime and c← R, computes y∗ = (x∗)cB+r, where r = 2T

mod B, and sets π∗ = (x∗)c. Finally, S outputs (H(h), xα, h, y∗, π∗).

As in the case of [P18], the non-interactive version of the above zero-
knowledge protocol can be proven secure in the random oracle model using
the programmability of random oracles.
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